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Abstract: Understanding the tactics (why), techniques (how) and procedures
(methods) behind a cybersecurity attack is paramount to develop defenses against
them or to mitigate their effects. However, this task requires a high-level of technical
expertise, is time-consuming and error prone. In this work we verify that open-source
Llama 3.1 LLMs (Large Language Models) cannot automatically identify which of
the 625 MITRE techniques is used within a cybersecurity attack procedure. We
evaluate two RAG (Retrieval Augmented Generation) approaches to enhance the
classification accuracy. Our experiments show the importance of the embedding
model in information retrieval. Moreover, our analysis shows that selecting appro-
priate examples helps the language model reduce ambiguity. Specifically, a dynamic
few-shot learning strategy performs best for larger models, whereas a multiple-choice
strategy is more appropriate for smaller models. In contrast, corrective RAG tech-
niques fail to provide significant enhancements, highlighting current methodological
limitations and the inherent complexity of this task.

Keywords: Cyber-security, RAG, open-source LLM, text embedding.

Resumen: Comprender las tacticas (por qué), técnicas (cdmo) y procedimien-
tos (métodos) de un ciberataque es clave para establecer defensas o mitigar sus
efectos. Sin embargo, esta tarea requiere conocimientos técnicos avanzados, es te-
diosa y propensa a errores. En este trabajo verificamos que los grandes modelos de
lenguaje de cédigo abierto (LLMs), como Llama 3.1, no son capaces de identificar au-
tomaticamente cual de las 625 técnicas MITRE se emplea en un ataque. Evaluamos
dos enfoques RAG (Generacién Aumentada por Recuperacién) para mejorar la clasi-
ficaciéon automaética de procedimientos. Nuestros experimentos destacan la impor-
tancia de los embeddings para la recuperacién de informacién. Ademaés, mostramos
que una buena seleccién de ejemplos reduce la ambigiiedad: el few-shot learning es
mas eficaz en modelos grandes, mientras que la opcién de respuesta multiple resulta
més adecuada para modelos pequenios. Las técnicas RAG correctivas no aportaron
mejoras significativas, reflejando la dificultad técnica inherente a este problema.
Palabras clave: Ciberseguridad, RAG, LLM abiertos, embeddings de texto.

1 Introduction security and Infrastructure Security Agency

(CISA) works to defend against today’s

Digital transformation in enterprises is in- threats by, among others, publishing Cy-

creasing the potential of cyber threats and
hence, the necessity of cyber security de-
fense. It is critical for enterprises to under-
stand, detect, prevent and react to attacks
or cyber threats. In this regard, the Cyber-
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ber Threat Intelligence (CTI) reports!, which
provide insights into current and emerging

LCTI Reports, www.cisa.gov/news-events/cybe
rsecurity-advisories [April 4th, 2025].
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cyber threats to an organization’s security.

In addition, MITRE ATT&CK (Adversar-
ial Tactics, Techniques, and Common Knowl-
edge) is a comprehensive framework of ad-
versary tactics, techniques, and procedures
based on real-world observations (Al-Sada,
Sadighian, and Oligeri, 2024). It is used
globally by cybersecurity professionals to un-
derstand and defend against cyber threats.
Tactics represent the adversary’s goals or the
'why’ behind an attack. Techniques describe
"how’ adversaries achieve their goals. Tech-
niques are grouped in two levels of detail
with parent techniques and sub-techniques
offering more detailed descriptions of specific
actions within a technique. Finally, proce-
dures describe the specific implementations
or methods, adversaries use to carry out
techniques and sub-techniques (see Figure
1). Moreover, MITRE ATT&CK is organ-
ised into different matrices for various envi-
ronments, such as enterprise networks?, mo-
bile devices, and industrial control systems
(ICS).

Tactical Threat Intelligence, i.e., compre-
hending the Tactics, Techniques, and Pro-
cedures (TTPs) used by threat actors is of
paramount importance for security teams to
understand cybersecurity attacks, to develop
defenses against them, or to mitigate their
effects. However, this task requires a high
level of technical expertise, being both time-
consuming and error prone. It is worth not-
ing that the enterprise matrix in the MITRE
ATT&CK framework alone outlines 14 tac-
tics, 202 parent techniques, 423 active sub-
techniques, and 12,999 documented examples
of attack procedures.

In this paper we experimentally evalu-
ate the potential of Large Language Models
(LLMs) and Retrieval Augmented Genera-
tion (RAG) methodologies to tackle the chal-
lenge of attack procedure classification. Our
experiments are designed to provide evidence
to the following research questions (RQ):

e RQ1: Can open-source LLMs effectively
perform the task under zero-shot (off-the-
shelf) or few-shot learning regimes?

e RQ2: Does the implementation of a RAG
approach enhance the overall classification
accuracy? If so, which embeddings are best
for information retrieval?

2MITRE matrix for enterprise networks, attack.m
itre.org/matrices/enterprise/ [April 4th, 2025].
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e RQ3: Can corrective RAG techniques fur-
ther improve performance?

Our overarching goal is to provide insights
into the efficacy of these advanced models for
the classification of attack procedures. In do-
ing so, our main contributions include the
development of an annotated dataset com-
prising 532 multiple-choice questions specifi-
cally designed for attack procedure classifica-
tion, as well as the implementation of a RAG-
based system utilizing customized prompts
tailored to this task.

TAD0D2
Execution Tactic (Goal):
The adversary is trying to run
malicious code.

14 parent techniques

T1651: Soud
Administration Command
T1059: Command and
Scripting Interpreter (1)
T1609: Container
Administration Command
T1610: Deploy Container
T1203: Exploitation for
Client Execution
T1559: Inter-Process
Communication (3)

T1106: Native API
T1053: Scheauled
T1053.002 T1053.003  T1053.005
\ At Cron  Scheduled Task

TaskiJob (5)
T1648: Serverless

T1053.006 Systemd T1053.007 Container
Timers Orchestration Job

24 sub-techniques

T1059.003
Windows
Command Shell

T1059.001 | T1058.002
PowerShell | AppleScript

[

T1059.004
Unix Shell

T1059.005 | .. [T1059.011
Visual Basic Lua

procedure examples
for T1568 002

T1559.001
—— Component Dynamic Data
Object Model|  Exchange

T1559.002 | T1559.003
XPC
Services

Anchor can create and execute
services to load its payload
APT32's backdoor has used
Windows services as a way o
execute its malicious payload.
APT38 has created new services
or modified existing ones to run
executables, commands, or
scripts.

— Aitor's dispaicher can be
Launchcti Execution executed as a service.
T1204: User Execution (3)
T1204.001 T1204.003 Pandora has the ability fo install
T1047: Windows Management Malicious Malicious
Instrumentation \‘( Link Image
Figure 1: Example of a tactic, its techniques
and some procedures. Execution tactic with
14 parent techniques and 24 sub-techniques.

Execution

T1129- Shared Modules

T1072: Software
Deployment Tools

T1569: System Services (2)

T1204.002
Malicious File

The manuscript is structured as follows.
Section 2 first revisits the related literature to
put in context the contribution of the paper,
whereas Section 3 details the dataset, mod-
els, embeddings, RAG frameworks and met-
rics utilized in our study. Section 4 presents
and discusses the obtained results for each
RQ. Finally, Section 5 concludes the paper
with a discussion of the main findings and
prospects for future research.

2 Related Work

As highlighted previously, a fundamental
challenge in cybersecurity is the accurate
prediction of the MITRE ATT&CK tech-
nique given a description of an attack pro-
cedure. Timely attack identification relies
heavily on the vast amount of security in-
formation that exists in unstructured textual
form (e.g., blogs, social media, Telegram mes-
sages, threat intelligence reports). Conse-
quently, several approaches have been doc-
umented in the literature for training models
and developing NLP (Natural Language Pro-
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cessing) and LLM-based techniques to clas-
sify attackers’ TTPs from unstructured text.
First approaches like Sauerwein and Pfohl
(2022) proposed a combination of NLP tradi-
tional techniques like tokenization, POS tag-
ging, loC replacement, lemmatization, one-
hot encoding, binary relevance and Support
Vector Machine for performing TTP classi-
fication. These techniques worked well for
classifying tactics, but they were not able to
classify techniques properly.

Since the emergence of the Transformer
architecture (Vaswani et al., 2017), language
models have evolved from encoder-only mod-
els (BERT, RoBERTa), to encoder-decoder
models (T5, BART) and finally to decoder-
only models (GPT, Llama, Qwen). Encoder-
based architectures are designed to under-
stand and process the entire input sequence,
making them particularly effective for tasks
that demand a thorough understanding of
context, like text classification. This is the
reason why the task of tactic and technique
classification has been addressed in the past
using fine-tuned BERT-based models (De-
vlin et al., 2019) models. Alves, Filho, and
Gongalves (2022) tackled the problem by
training encoder models, specifically 11 dif-
ferent BERT family models, and fine-tuning
their hyperparameters. This time, the scope
was reduced to the 253 most common tech-
niques and sub-techniques achieving 82.64%
accuracy on the test dataset (which con-
tained attack procedures from MITRE) with
the RoBERTa Large model and 78.75% on
the inference dataset (which contained man-
ually extracted procedures from CTI reports)
with the BERT Large Cased model. The
Threat Report ATT&CK Mapper (TRAM)
open-source platform developed by MITRE
uses a fine-tuned SciBERT model (Beltagy,
Lo, and Cohan, 2019) to identify up to 50
ATT&CK techniques. Li, Huang, and Chen
(2024) classify, at sentence level and using
the DistilBERT model, procedures that were
extracted from TRAM training dataset and
from the MITRE ATT&CK website. When
classifying according to the tactic used in the
procedure, the model achieved an accuracy of
81% whereas, when identifying the MITRE
technique, the accuracy was 67%.

Since cybersecurity information is inher-
ently dynamic as new attacks emerge con-
tinuously, a significant limitation of BERT-
based solutions is their reliance on existing
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training data, restricting their ability to pre-
dict new attack techniques. BERT models
require supervised training, which is time-
consuming. Furthermore, such models by
themselves cannot predict unseen techniques.
To incorporate new techniques, these mod-
els must undergo retraining. Hence, current
approaches try to evolve encoder models to
prompt-based interactions with decoder-only
based models.

Decoder-only based models are autore-
gressive models that generate text by predict-
ing the next token based on the current and
previous tokens. The size of these models
has increased steadily over the years, reach-
ing billions of parameters. Their capabili-
ties have grown as well, further trained to
be able to follow instructions and carry out
tasks without the need for further fine-tuning
(Dong and others, 2024). Within this frame-
work, in-context learning refers to the abil-
ity of LLMs to follow instructions or prompts
and perform tasks under the guidance of ex-
amples (i.e., few-shot learning) or by pro-
viding a suitable augmented context for the
task at hand. These huge models are trained
on extensive corpora of textual data, often
by big players such as OpenAl, Anthropic,
Google, Meta or Microsoft. However, the
specifics of the training datasets are often
undisclosed. Therefore, it is crucial to assess
the domain-specific knowledge captured by
these models, particularly in specialized fields
like cybersecurity. In this context, Fayyazi
and Yang (2023) analysed and compared the
direct use of LLMs (e.g., GPT-3.5) versus
supervised fine-tuning of small-scale LLMs
(e.g., BERT) to study their potential in pre-
dicting ATT&CK tactics. The study is lim-
ited as it focuses only on tactic classification
achieving a 44% accuracy with GPT-3.5 and
31% with Bard.

Even though LLMs have powerful model-
ing capabilities, they still suffer from halluci-
nations, particularly for knowledge-intensive
tasks, and require fine-tuning for knowledge
updates. In this sense, Retrieval-Augmented
Generation (RAG) has demonstrated to be
very useful, as it allows retrieving informa-
tion from external knowledge databases to
provide context to the LLM. Thanks to this
augmented context, the LLM can extract
the answer to a given query (Gao and oth-
ers, 2024) for general domain tasks. The
community working in LLM-powered cyber-
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security has become increasingly interested
in RAG in recent times. For instance, in
(Fayyazi, Taghdimi, and Yang, 2024) the au-
thors use RAG for ATT&CK tactics classi-
fication and highlight the importance of re-
trieving relevant context for the LLM. Using
only the prompt (i.e., relying on GPT-3.5’s
pre-trained knowledge) resulted in poor per-
formance in interpreting the ATT&CK tac-
tics with an average F1 score of 0.60 for the
14 tactics. In contrast, when using RAG by
providing the exact URL of the procedure to
retrieve context, this score significantly im-
proved to 0.95, representing the upperbound
of a RAG-based solution. In a more realistic
scenario (RAG with top-3 similar procedures,
without any URL), the performance although
smaller (0.68 average F'1 Score) improved 8%
with respect to the non-RAG solution.
Despite their potential, RAG systems face
significant development challenges and mul-
tiple points of failure (Barnett et al., 2024).
Regarding classification problems, such criti-
cal points are related to the relevance or simi-
larity of the retrieved information to the item
being classified (Salemi and Zamani, 2024),
namely, a) failure to retrieve the most similar
items from the knowledge base; b) relevant
items are not ranked top, causing confusion
to the LLM when searching for a response;
and/or c) missing content, as there are no
similar procedures in the knowledge base.

Contribution While previous studies have
focused on fine-tuning encoder models and
on identifying tactics with commercial LLMs
such as GPT3.5, to our knowledge our study
is the first examining the capabilities of cur-
rent open-source LLMs to accurately clas-
sify attack procedures according to the at-
tack technique used. To this end, we pro-
vide a dataset for attack procedure classifi-
cation and describe a methodology for eval-
uating new models proposed to tackle this
task. Moreover, we propose a RAG-based ap-
proach to improve accuracy, and we explain
the source of information retrieval errors to
motivate follow-up studies aimed to circum-
vent them effectively.

3 Resources and Methods

We now proceed by describing the dataset
(Section 3.1), LLMs (Section 3.2), embed-
dings (Section 3.3), RAG frameworks (Sec-
tion 3.4) and performance metrics (Section
3.5) considered in our experiments.
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3.1 TTPEval Dataset

To the best of our knowledge, there is no
publicly available dataset to evaluate the per-
formance of LLMs for Tactical Threat Intel-
ligence and attack procedure classification.
Available datasets are focused on quantifying
LLM security risks and capabilities, e.g., Cy-
berSecEval 3 (Wan and others, 2024). Even
though the CyberMetric Dataset (Tihanyi et
al., 2024) consists of 10,000 questions, only
196 of them mention techniques, tactics or
MITRE. Moreover, such questions are too
broad for evaluating the classification task,
as they focus on general attack types, such
as phishing or vulnerability attacks, without
mapping them to the technique level.

We therefore created a dataset of 532
questions and the corresponding responses,
coined as the TTPEval dataset?, from the
information available in 30 CISA reports in
the period from 20th July 2023 to 11th July
2024. We extracted the attack procedure
used and its mapping to a MITRE tactic
and technique. The dataset has been con-
structed to support multiple evaluation set-
tings and usage scenarios. Given a query
describing a specific attack procedure, the
dataset includes the correct answer (asso-
ciated MITRE ATT&CK technique name),
enabling the assessment of LLM outputs in
a free-text format using manual evaluation
or/and automatic metrics such as BLEU (Pa-
pineni et al., 2002), ROUGE (Lin, 2004), and
BERTScore (Zhang et al., 2020). Addition-
ally, the dataset provides a set of candidate
answers for each query, facilitating evalua-
tion in a multiple-choice question answering
(MCQA) setting. To do so, given the cor-
rect answer technique we randomly selected
other 4 to 9 techniques and sub-techniques
grouped under the same tactic. Finally, we
shuffled the alternatives to guarantee that the
correct response is free from positional biases.
Figure 2 shows a JSON sample of the 10 pos-
sible options of technique names created for
a procedure. An additional dataset was also
constructed using technique identifiers rather
than technique names (Figure 3).

3.2 Open-source LLMs

Our framework uses the Llama 3.1 open-
source models (Grattafiori and others, 2024),
with experiments comparing the 8B and 70B

Shttps://github.com/soniabilbao/TTPEval-d
ataset
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"procedure”: "The red team gathered information
about the organization's DNS records, which revealed
several details about the organization's infernal
network.",

"answers"': {

"A": "Domain Properties”,
) Spearphishing Attachment”,

B

"C": "Network Topology",

"D": "IP Addresses”,

E": "Gather Victim Network Information: DNS",
"F": "Identify Roles",

"(G": "Social Media",

"H": "Search Open Websites Domains”,

"I": "Phishing for Information",

"I": "Email Addresses”

}

"solution_id": "T1590.002",

"solution_title": "Gather Victim Network Information:
DNS",

"solution": "E"

Figure 2: Answers with technique names.

"procedure": "The red team gathered information
about the organization's DNS records, which revealed
several details about the organization's internal
network ",

"answers": {

"A":"T1597.002",
"B": "T1590.005",
"C": "T1590.002",
"D": "T15984",
"E": "T1596"

b
"solution_id": "T1590.002",
"solution": "C"

}

Figure 3: Answers with technique identifiers.

parameter versions. Open-source LLMs of-
fer several advantages for enterprise use over
commercial models. They ensure data pri-
vacy and security by keeping input data un-
der organizational control, eliminate licens-
ing costs, and provide transparency and flex-
ibility, allowing for architectural modifica-
tions and optimization for specific needs.

3.3 Embeddings

The embedding model is essential for accu-
rately capturing the semantics of each proce-
dure: low-quality embeddings result in poor
retrieval. Embedding models come in three
main types: sparse, dense, and multi-vector.
Sparse embeddings like SPLADE (Formal et
al., 2021; Lassance et al., 2024) are high-
dimensional with few non-zero values, high-
lighting only relevant information. They are
effective for rare words or specialized terms.
Dense embeddings, such as sentence trans-
formers (Reimers and Gurevych, 2019), are
lower-dimensional but information-rich, cap-
turing overall semantic meanings in a single
vector. Multi-vector embeddings, like Col-
BERT (Santhanam et al., 2022), perform
query-document interaction after indepen-
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dent encoding, enabling fine-grained match-
ing. BGE-M3 (Chen et al., 2024) is a ver-
satile model that supports sparse, dense,
and multi-vector retrieval by assigning rel-
evance scores to each. Our study considers
three embedding models: 1) dense embed-
dings with the BGE-M3 model; 2) ColBERT
multi-vector embeddings; and 3) ATT&CK
BERT*, a cybersecurity-specific dense model
based on sentence transformers.

3.4 RAG and Corrective RAG

We develop the attack procedure classifica-
tion system using two methods: RAG and
Corrective RAG (CRAG). RAG enhances
generation by incorporating external knowl-
edge sources (Gao and others, 2024), but
its effectiveness relies on the relevance of re-
trieved documents. CRAG addresses this by
assessing the confidence and quality of re-
trieved content, improving robustness (Yan
et al., 2024). Web searches can further en-
rich retrieval, but in our experiments CRAG
is limited to evaluating document relevance,
without web search, to assess the ability of
LLMs based solely on their internal knowl-
edge.

3.5 Metrics

As noted in the introduction, the 625 tech-
niques in the MITRE ATT&CK Enterprise
Matrix are organized hierarchically into 202
parent techniques and 423 sub-techniques.
Using standard classification metrics such as
recall and F1-score, which assume a flat label
space, would penalize the model unnecessar-
ily, leading to an artificial decrease in recall or
F1, even if the model’s predictions are seman-
tically close to the true label. Hence, we pro-
pose these two metrics to manually evaluate
the accuracy of LLM-generated free-text re-
sponses: Ezact Match Accuracy (EMA) and
Partial Match Accuracy (PMA). The LLM
outputs the name or identifier of a technique,
which is then compared to the dataset refer-
ence. The ratio of correct answers produces
such accuracy metrics.

Given a procedure p;, with predicted tech-
nique ¢; and ground truth ¢;, we define:

e Exact Match (EM): t; = t;.
e Child Match (CM): ¢; is subtechnique of ¢;.
e Parent Match (PM): ¢; is a parent of t;.

1ATT&CK BERT, huggingface.co/basel/ATTAC
K-BERT [April 4th, 2025].
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e Sibling Match (SM): ¢; and t; are subtech-
niques of the same parent.

Based on these definitions, EMA considers
only EM cases as correct answers. PMA in-
cludes all matches, i.e., EM+CM+PM+SM.

4 Experiments and Results

We now present the experimental results for
each of the RQ posed in the introduction:

4.1 RQ1: Zero-/Few-shot Attack
Procedure Classification

Using prompt engineering (see Figure 4),
we evaluate the capability of open-source
LLMs to answer questions related to MITRE
ATT&CK. We compare results using Llama, 2
(7B, 70B), and Qwenl.5-72B. All LLMs are
aware of what MITRE ATT&CK is, i.e., a
knowledge base of cyber attacks and threat
techniques. However, they are not able to
answer questions such as what the MITRE
identifier is, given the name of a tactic, or
technique, or what a tactic or technique iden-
tifier, such as TA0006, means. When asked
about what MITRE ATT&CK technique is
used in a given attack procedure, the LLM
is not able to answer, answers incorrectly, or
responds with the name of a tactic instead
of a technique. The performance is so low
that it is not worthwhile to consider them as
a viable classification model for identifying
techniques.

What MITRE Attack technique was used in the
following attack? Attack: CISA's red team used
open source tools and services to probe the
organization’s internet-facing presence and
gather information, including names, roles,
and contact information.

Options: A) Spearphishing Link,

B) Determine Physical Locations,

C) Scan Databases,

D) Search Victim-Owned Websites,

E) Spearphishing Voice

Choose the correct answer (A, B, C, D or E)
only. Always return in this format: 'ANSWER: X

Figure 4: Example of a prompt.

With Llama 3.1 8B and 70B, capabilities
improve significantly. We conduct experi-
ments (Table 1) using the TTPEval Dataset
described in Section 3.1, obtaining an EMA
between 21.9% and 25.8% when the LLM has
to choose from a list of identifiers (Figure 3),
and an EMA between 79.5% and 86.5% when
the LLM is provided with the names of tech-
niques (Figure 2). When we query Llama 3.1
70B to classify a procedure extracted from
a CISA report without examples, the EMA

204

Multiple ID choice (5 options)

Llama 3.1 8B 24.497%
Llama 3.1 70B 21.938%

Multiple name choice (10 options)

Llama 3.1 8B 79.525%
Llama 3.1 70B 86.472%

Zero-shot free-text scenario

Llama 3.1 8B 4.887%
Llama 3.1 70B 27.632%

Table 1: EMA (dataset of 532 procedures).

is 27.63%, while Llama 3.1 8B achieves only
4.89% and, in some cases, responds with a
tactic name instead of a technique.
Although the LLMs cannot consistently
classify correctly on their own, accuracy
reaches around 80% when selecting from a
limited set of options in the MCQA set-
ting. The challenge lies in identifying a small
subset of techniques—out of the 625 avail-
able—that includes the correct one. To ad-
dress this, we consider that retrieving rele-
vant context using a RAG system could help
the LLM improve classification accuracy.

4.2 RQ2: Embedding Model
Selection and RAG Evaluation

We answer this second RQ by evaluating the
accuracy of a RAG approach for the proce-
dure classification problem. RAG systems
are designed to identify an appropriate con-
text for the language model, enabling it to
perform the task accurately. However, devel-
oping an effective RAG system requires se-
lecting an appropriate embedding model to
ensure that the most relevant information is
retrieved and ranked top, thereby avoiding
confusion for the model. In the subsequent
subsections we describe the process followed
for this purpose.

4.2.1 Selection of the embedding
model for information retrieval

The goal of this step is to ensure the re-
trieval system prioritizes procedures from
our knowledge base that use the same at-
tack technique as the one being classified.
Our vector database stores embeddings for
12,999 attack procedures from the MITRE
ATT&CK Matrix for Enterprise (Footnote
2). We must therefore choose an embedding
model that accurately captures each proce-
dure’s meaning. The hypothesis is that pro-
cedures with similar meaning share the same
technique. Thus, cosine distance should be
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closer to 0 for procedures using the same
technique, ensuring they rank highest in re-
trieval.

Using the TTPEval Dataset, we evalu-
ate the three embedding models described
in Section 3.3: BGE M3 dense embed-
dings, ColBERT multi-vector embeddings,
and ATT&CK BERT embeddings. For each
dataset sample, we retrieve the 100 most sim-
ilar procedures and record the position (top-
k) of the first procedure using the same at-
tack technique as the query.

Top Top Top Top

Model NE (%) 1) 2% 10(%) 20 (%)
BGE-M3 Dense 20.86 28.20 36.09 55.26 66.17
ColBERT 18.05 31.20 38.53 57.33 66.73
ATT&CK BERT 20.30 34.21 42.67 64.29 70.86

Table 2: Search results (NF: Not Found).

The best results (Table 2) are obtained
with the ATT&CK BERT model where in
34.21% of the 532 samples, the most simi-
lar procedure uses the same attack technique,
in 42.67% the correct technique is ranked in
the first two positions, in 64.29% of the cases
the correct technique is among the top 10 re-
sults and in 70.86% among the top 20 results.
However, in 20.30% cases none of the first 100
retrieved procedures shares the same attack
technique as the input procedure.

We further analyze the procedures ranked
first using ATT&CK BERT embeddings. As
shown in the IR column of Table 3, in 182 out
of the 532 cases, the result and the procedure
being classified share the same attack tech-
nique. In 23 cases, the retrieved result corre-
sponds to a technique which is a child (e.g.,
T1548.003) of that of the procedure being
classified (e.g. T1548). In 16 cases, the result
corresponds to a parent technique. Finally,
in 24 cases the two procedures share sibling
techniques (e.g., T1548.001 and T1548.003).
Exact matches (EM) are 34.21%, whereas
partial matches (i.e., EM+CM+PM+SM)
amount to 46.05%.

4.2.2 Why does information retrieval
fail for some attack procedures?

As mentioned previously, in this work we
posit that attack procedures classified under
the same MITRE technique should exhibit
semantic coherence, resulting in a clustered
distribution of their meanings. However,
when performing information retrieval, there
are cases in which the procedures ranked
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top do not share the same attack technique.
This clustering experiment seeks to provide
a means to evaluate embedding models and
to further delve into the reasons for classi-
fication mismatches, demonstrating that ac-
curately classified samples in the TTPEval
Dataset correspond to techniques with proce-
dures characterized by low semantic variabil-
ity and high disjointedness from procedures
of other techniques. Conversely, we aim to
expose that incorrectly classified samples ex-
hibit one of the following patterns: (i) high
semantic variability within the technique’s
procedures, (i) semantic similarity between
the technique’s procedures and those of other
techniques, or (iii) the embeddings fail to
capture subtle differences in meaning as the
cybersecurity domain is very specific. To this
end, we use DBSCAN (Density-Based Spa-
tial Clustering of Applications with Noise) to
cluster the embeddings within our database
of procedures to analyze why some cases fail.
DBSCAN requires the specification of two
key parameters: €, which sets the similar-
ity threshold for points to be considered part
of the same cluster, and minsamples, which
determines the minimum number of points
within the e-neighborhood of a point required
for it to be classified as a core point. A
smaller € value indicates that points must be
more similar (i.e., exhibit higher cosine simi-
larity) to be grouped together.

We first examine four MITRE techniques
(T1053, T1134, T1490, and T1203) for
which the sample procedures in the TTPE-
val Dataset have been accurately classified.
Out of the 12,999 procedures cataloged in
the MITRE framework, a subset of 317 pro-
cedures are specifically associated with these
four techniques. The results of this cluster-
ing analysis are presented in Table 4, which
shows the number of procedures clustered to-
gether and their corresponding techniques for
different € values. Applying DBSCAN to the
ATT&CK BERT embeddings of the 317 pro-
cedures, we observe that a small € value yields
only two clusters. However, as ¢ increases,
the number of outlier samples (i.e. those that
do not fulfill the conditions to be clustered as
per € and the minimum number of points at
lower distance than this threshold) decreases,
and the procedures are ultimately grouped
into four distinct clusters without overlap.

We proceed by performing a similar analy-
sis on five MITRE techniques (T1552, T1110,



Sonia Bilbao-Arechabala, Aitziber Atutxa, Javier Del Ser

IR Llama 3.1 8B Llama 3.1 70B
Too 1 2 Lot _RAG  RAG CRAG hot _ RAG  RAG CRAG
op ero-shot - pew-shot MCQ MCQ ero-Shot - pew-shot MCQ MCQ
EM 182 26 222 207 210 147 280 211 213
cM 23 5 13 17 20 10 25 24 22
PM 16 20 21 23 25 73 21 35 38
SM 24 9 14 16 13 14 9 9 10
Errors 287 472 262 269 264 288 197 253 249
EMA (%) 34.21 4.89 41.73 38.91 3947 27.63 52.63 39.66  40.04
PMA (%) 46.05 11.28 50.75 49.44  50.38 45.86 62.97 52.44  53.20

Table 3: Accuracy results with ATT&CK BERT embeddings, Llama 3.1 8B and 70B.

¢ Cluster 0 Cluster 1 Cluster 2 Cluster 3 Outliers (no cluster)
0.1 T1053: 58 T1490: 24 - T1053: 115, T1134: 57, T1490: 12, T1203: 51
0.2 T1053: 108 T1490: 34 T1134: 15 T1203: 24 T1053: 65, T1203: 27, T1134: 42, T1490: 2
0.3 TI053: 146 TI134: 46 T1203: 37 T1490: 35, T1053: 1  T1134: 11, T1053: 26, T1203: 14, T1490: 1
0.4 T1053: 161 T1134: 51, T1053: 1 T1203: 49 T1490: 35, T1053: 2 T1134: 6, T1490: 1, T1053: 9, T1203: 2

Table 4: Clustering results of ATT&CK BERT embeddings over the 317 procedures associated
to MITRE techniques T1053, T1134, T1490 and T1203 (minimum samples for a cluster: 5).

T1078, T1555, and T1005) that exhibited
high classification error rates for the sample
procedures in the TTPEval Dataset. Out
of the 12,999 procedures catalogued in the
MITRE framework, a subset of 541 proce-
dures are associated with these five tech-
niques. Clusters emerge using a smaller
e value of 0.05 (Table 5), indicating that
the procedures from different techniques ex-
pose higher similarity. Furthermore, as ¢ in-
creases, there is always one cluster that con-
tains diverse techniques, proving the signifi-
cant overlap between the embeddings of the
procedures associated to these techniques.

Finally, we repeat the experiments by vec-
torizing the procedures using the BGE-M3
dense embeddings model, which yielded lower
classification accuracy. This indicates that
this model is not capable of capturing the
nuanced distinctions between cybersecurity
terms, resulting in less distinct cluster sep-
aration. This is shown in Table 6, which re-
veals that for these embeddings, clustering
is less effective with smaller € values than in
Table 4, suggesting that procedures belong-
ing to the same technique are less accurately
semantically represented. For the techniques
exhibiting high classification error, Table 7
also shows that a larger € value than in Ta-
ble 5 is necessary to cluster samples.
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4.2.3 Evaluation of dynamic few shot
learning

We employ a few-shot learning approach
wherein the 20 most semantically similar pro-
cedures to the target classification instance
are selected dynamically and provided as con-
textual information to the LLM (see Figure
5 for an example prompt). The results with
Llama 3.1 8B and Llama 3.1 70B are shown
in Table 3 in the columns labeled as “RAG
Few-shot”.

This approach yields significant improve-
ments in classification accuracy in compari-
son to the zero-shot and information retrieval
(IR) approaches shown in the columns la-
beled as such in the same Table 3.

In the case of Llama 3.1 8B, the EMA
metric increases from 4.89% to 34.21% in IR
using cosine similarity and to 41.73% with
dynamic few-shot RAG. The issue encoun-
tered when utilizing Llama 3.1 8B with few-
shot RAG is that the technique name gener-
ated as a response is typically accurate or se-
mantically similar to the precise name. How-
ever, the associated identifier does not often
correspond to the correct technique. Conse-
quently, the manual verification of the pro-
vided identifier is necessary. In many in-
stances, reassignment to the correct identi-
fier is required. The accuracy of 41.73% con-
siders the answer as correct when either the
name or the identifier of the technique pro-
vided are correct. With larger model size
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€ Cluster 0 Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5 Outliers (no cluster)
T1552: 63, T1078: 99
=4 2. 2. 2. . . b}
0.05 T1555: 13 T1005: 5 T1555: 15  T1005: 9  T1005: 9 T1005: 173, T1585: 105, T1110: 50
T1555: 73
T1552: 10 ) - - ) T1552: 2, T1078: 98, T1005: 131
01 pio7s: 1 T1005: 18 T1005: 31 T1005: 10 T1005: 6 pypes ' pisss: 56, T1552: 51, T1L10: 45
T1110: 5
T1555: 122, T1110: 35 T1005: 57, T1552: 25
5. 1° ) 5 . _ )
0.2 TI005: 134y peo. 38 T1005: 5, Tio7s: 10 L1078 6 TL078:5  TI078: 4 T1078: 74, T1555: 11, T1110: 15
T1005: 163 T1110: 48, T1552: 50 o e s T1110: 2, T1552: 8
03 “Tisss: 1 T1555: 130, T1078: 80, T1005: 6 L1009 5 T1552: 5 - T1005: 22, T1078: 19, T1555: 2

Table 5: Clustering results of ATT&CK BERT embeddings over the 541 procedures associated
to MITRE techniques T1552, T1110, T1078, T1555 and T1005 (minimum cluster samples: 5).

€ Cluster 0 Cluster 1 Cluster 2 Cluster 3 Outliers (no cluster)
01 T1203: 51, T1134: 57
’ ) ) ) ) T1053: 173, T1490: 36

T1203: 51, T1134: 57
0.2 T1053: 8 T1490: 5 ) ) T1053: 165, T1490: 31
0.3 T1053: 107, T1134: 1 T1490: 26  T1134: 7 'T1203: 36, T1134: 1 T1203: 15, T1134: 48

T1053: 66, T1490: 10

T1490: 36, T1203: 50
T1134: 54, T1053: 173

- T1134: 3, T1203: 1

Table 6: Clustering results of BGE-M3 dense embeddings over the 317 procedures associated to
MITRE techniques T1053, T1134, T1490 and T1203 (minimum cluster samples: 5).

(Llama 3.1 70B), accuracy improvements are
also remarkable, achieving an improvement
from 27.63% in zero-shot learning to 52.63%
with dynamic few-shot RAG (see Table 3).

System prompt: You are a security expert that dassifies attack
procedures by Mitre attack technique used.

User prompt: Classify the Mitre attack technique that was used in the
following procedure.

Examples:

Procedure; XXX.

Answer: XXX

Procedure: XXX.
Answer:

Figure 5: Prompt example for dynamic few-
shot learning.

4.2.4 RAG approach evaluation

In this case, instead of providing procedure-
answer pair examples to the LLM, we ex-
pand the prompt with a list of possible an-
swers simulating a Multiple Choice Ques-
tion (MCQ) answering setting. Specifically,
we retrieve the 20 most semantically similar
procedures (as in the previous experiment)
and extract the pertinent attack techniques,
which comprise the multiple-choice options.
We then ask the LLM to choose the most
appropriate technique from the provided op-
tions. Additionally, we introduce a last op-
tion, “None of the above”, to accommodate
instances where none of the suggested tech-
niques is correct. An example of a user
prompt used to implement this MCQ-based
approach is shown in Figure 6.
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The results with Llama 3.1 8B and Llama
3.1 70B are shown in Table 3, in the columns
labeled as “RAG MCQ”. For smaller mod-
els, the accuracy achieved is comparable to
that of dynamic few-shot RAG. The pri-
mary advantage is that the technique names
are consistently precise, eliminating the need
for manual verification. However, for larger
models, the accuracy diminishes significantly.
This suggests that the knowledge acquired
during model training is utilized, and the lan-
guage model does not confine its responses to
the provided examples.

Classify the Mitre attack technigue that was
used in the following procedure.

Procedure: {procedure}

Options:

A) Disable Windows Event Logging

B) Employee Names

C) Spearphishing Link

D) None of the above

Choose the correct answer (A,B,C or D) only.
Always return in this format: "ANSWER: X'

Figure 6: Example of a user prompt used in
multiple-choice approach with RAG.

4.3 RQ3: CRAG Evaluation

These experiments investigate whether the
robustness of the classification system can
be augmented by incorporating a relevance
ranking mechanism to the procedures re-
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€ Cluster 0 Cluster 1

Cluster 2 Cluster 3 Cluster 4 Outliers (no cluster)

T1078: 99, T1555: 133
T1005: 196, T1110: 50
T1552: 63

T1078: 98, T1005: 131
T1555: 56, T1552: 51
T1110: 45

T1552: 1, T1005: 1

=% .
T1005: 37, TL078: 2 T1078: 1, T1555: 1

T1005: 5

T1078: 3 T1555: 1 T1005: 151, T1555: 129
T1005: 1 T1078: 3 T1552: 61, T1078: 90
T1555: 2 T1005: 1 T1110: 49

EE9.
T1552: 1 T1110: 1
T1078: 72, T1555: 108
) T1552: 4
1R 5. )
0.3 T1005: 156, T1110’: 27 T1078: 1

T1552: 39

T1552: 20, T1078: 26,
T1110: 23, T1555: 25,
T1005: 40

Table 7: Clustering results of BGE-M3 dense embeddings over the 541 procedures associated to
MITRE techniques T1552, T1110, T1078, T1555 and T1005 (minimum cluster samples: 5).

trieved using cosine similarity. To this end,
we increase the retrieval set from 20 to the
top 50 most semantically similar procedures.
Each procedure’s relevance is assessed using
the prompt shown in Figure 7, and the pro-
cedures are subsequently ranked according to
the produced scores. We then select the top
20 procedures from the re-ranked list and re-
peat the multiple-choice experiments.

You are an expert at evaluating attack procedures relevance.

Rate on a scale from 0 to 1 how relevant the two attack procedures
are considering the attack technigue used.

0 means completely irrelevant because both procedures use
different attack techniques, 1 means perfectly relevant because
both of them use the same attack technique.

Provide ONLY the score as a float between 0 and 1.

Figure 7: User prompt for the evaluation of
the relevance of the retrieved procedure.

The results with Llama 3.1 8B and 70B are
shown in Table 3 in the columns labeled as
“CRAG MCQ”. The implementation of this
technique does not yield any substantial im-
provements to the results for any of the lan-
guage models. Besides, it incurs in significant
computational overheads and inference laten-
cies due to the numerous LLM calls required
for the ranking process.

5 Discussion and Future Work

While LLMs have demonstrated substan-
tial improvements in their capabilities, they
continue to exhibit limitations when tasked
with domain-specific applications that de-
mand precise technical understanding and
nuanced vocabulary comprehension, such as
cybersecurity attack procedure classification.

To enhance the classification accuracy
achieved through semantic similarity, we in-
troduce a RAG architecture that combines
the strengths of retrieval and generative mod-
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els. RAG techniques have proven to be very
useful in classification tasks where the num-
ber of available categories is large, which can
lead to increase confusion in LLMs. Selecting
appropriate examples helps the LLM reduce
ambiguity, improving the exact match accu-
racy from 4.89% (zero-shot) to 41.73% (RAG
few shot) in the case of Llama 3.1 8B and
from 27.63% to 52.63% in the case of Llama
3.1 70B. When considering partial match ac-
curacy, our results range from 11.28% (zero-
shot) to 50.75% (RAG few shot) for Llama
3.1 8B, and from 45.86% to 62.97% for Llama
3.1 70B. Furthermore, for smaller models, a
multiple-choice approach can be an effective
strategy to mitigate errors in generation and
the subsequent need for manual validation.
In contrast, CRAG techniques fail to pro-
vide significant enhancements for procedure
classification when compared to the dynamic
few-shot RAG approach.

The ATT&CK Bert embedding model was
found to precisely represent the meaning of
the procedures. We also show that a cluster-
ing analysis can systematically unveil the se-
mantic variability in the samples and the dis-
jointness of the classification categories when
using this embedding model, thereby assess-
ing whether it effectively captures the mean-
ing of a vocabulary or technical domain.

Recent advances have introduced LLMs
with enhanced reasoning capabilities, such as
DeepSeek R1 (Guo and others, 2025), which
generate intermediate steps that make their
thought process more transparent. As a fu-
ture research direction we plan to explore
whether incorporating intermediate reason-
ing steps can improve the accuracy of attack
procedure classification.
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